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INTRODUCTION
Risk management is both a statutory requirement and an indispensable element of good
management at Herts Valleys Clinical Commissioning Group (HVCCG). It is a fundamental part
of our total approach to quality, corporate and clinical governance and is essential to
HVCCG’s ability to discharge its functions as a commissioner of services. It is expected that all
risk management activities at HVCCG will follow the protocols described within this
document.
During 2018/19 the CCG has further improved its approach to risk management within the
organisation. The risk management strategy and procedure has been updated to clarify and
strengthen arrangements for the monitoring and escalation of risks; an integrated
governance protocol has been implemented to clarify the systems, processes and behaviours
by which HVCCG leads, direct and controls its functions in order to achieve its strategic
objectives; the Board Assurance Framework is being used to make sure that we focus on the
key risks to delivering these strategic objectives; and the procedures for submitti ng papers to
the Board and its Committees have been updated to provide a clear focus on assurance
rather than reassurance.
HVCCG is committed to making the best decisions possible in commissioning services for its
community. We must therefore ensure that our structures and processes for managing risk
are demonstrably consistent and fit for purpose. In order to do this, the component parts of
the framework described herein are aligned with the CCG’s objectives 2018/19
 Effective Engagement. We will continually improve engagements with member
practices, patients, the public and carers and our staff to contribute to and influence
the work of Herts Valleys CCG
 Quality. We will commission safe, good quality services that meet the needs of the
population, reducing health inequalities and supporting local people to avoid ill health
and stay well
 Transforming Delivery. Work with health and social care partners to transform the
delivery of care through the implementation of “Your Care, Your Future”, the Strategic
Review in West Hertfordshire and its fit with the wider STP strategy, “A Healthier
Future”.
 Affordable & Sustainable Care. We will ensure that we fulfil our statutory duty to
deliver a financially sustainable and affordable healthcare system in West
Hertfordshire
Our aim is to ensure that an informed attitude to risk management, including risk-taking, is
embedded throughout the organisation and across all of our programmes and projects. As
part of becoming further involved in its collaboration with STP partners during 2019/20,
HVCCG will be cross-referencing not only CCG objectives, but also STP priorities and work
stream outputs to its BAF risks to improve their management and the sharing of good quality
risk information across the local healthcare system.
A truly integrated approach to risk management takes account of the identification and
management of all risks, including clinical, corporate, financial, operational, informationrelated and reputational risks. Our approach is designed to support the delivery of safe and
effective health services for service users, staff and wider stakeholders. We believe that this
approach is the primary means by which effective governance of the CCG will be achieved,
i.e. enabling the CCG to support clinician-led commissioning.
The document describes our approach to the management of risk and details the
accountability arrangements and main processes by which our objectives in managing risk
are to be achieved.
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We are particularly mindful of the need to review systems and processes in the wake of
concerns
about safeguarding quality of care for patients and preventing serious failures (ref NQB
/Francis report). HVCCG is committed to ensuring that lessons learned in this regarding
recognising and acting on early warning signs are reflected in the implementation of our risk
management systems.
During 2018/19 it has become apparent that the scale and pace of transformational change
that is being embarked upon by HVCCG and partners will entail an increase in the range and
scale of risks that the organisation has to manage in pursuit of sustainable improvement. The
improvement in governance arrangements already implemented provide essential tools to
tackle these new challenges.
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This strategic document will be further updated to reflect any new national guidance and
changes in the external context.
PURPOSE
This strategy is intended to provide an overarching framework for the management of risk
within HVCCG and relates to all areas of HVCCG’s activities as a commissioner of healthcare
services. The Strategy applies to all parts of the organisation and include s all HVCCG staff,
either permanent or temporary and to those working within, or for HVCCG under a contract
for services and persons engaged in business on behalf of the HVCCG.
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DEFINITIONS
RISK
Risk is the effect of uncertainty on objectives.
Note that an effect may be positive, negative or a deviation from the expected.
This is the definition adopted by HVCCG from the international risk management standard
ISO 31000.
HAZARD
Risks differ from their hazard in that the former is the calculated probability of the event
occurring whilst the consequences or impact measure the effect of the risk being realised as
a hazard. Put simply, hazards represent risks that have been realised.
ISSUE
Whereas risks are things that might happen and stop us achieving our objectives, or
otherwise impact on the success of the organisation, issues are things that have happened,
were not planned and require management action.
RISK DESCRIPTION
Key to understanding the true meaning of a risk is the risk description. A clear risk description
will always provide full visibility of the risk which in turn will enable controls, assurances and
associated gaps to be identified. An ambiguous risk description will make the risk invisible
and the controls, assurances and associated gaps ineffective and limited. The two examples
below, demonstrate visibility in risk descriptions.
EXAMPLE 1: There is a risk about the supply of oranges.
EXAMPLE 2: There is a risk that oranges will not be delivered to time and to budget due to
failure to effectively monitor progress and resources. This will result in increased spending to
source alternative bananas and a delay in the supply of bananas.
9

That is, the risk description should make clear the causes and consequences of the risk. In
this example: ‘Causes’ - the failure to effectively monitor progress and resources; and
‘Consequences’ - increased spending and delay in supply.
RISK ASSESSMENT
Risk assessment is the process by which risks are prioritised and then categorise d through
the application of a 5 by 5 calculation to produce a composite score out of a maximum of 25.
(25 being the most severe.) The risk assessment is based on the likely consequence or
impact (severity) of a hazard occurring on a 1 to 5 scale, multipli ed by the probability
(likelihood) of its occurring, which is measured on a similar 1 to 5 scale. An account of the
criteria for obtaining accurate measures of risk and severity of consequence or impact can
be found in Appendix 3.
It is important to note that not all partner organisations use the same risk matrix in their
assessment. For example, Herts County Council 1,2,4,8,16 for impact and 1,2,3,4,5 for
likelihood (see the HCC Matrix at Appendix 6). When adding a shared risk to HVCCG registers
(for example relating to a jointly commissioned service) it is important to ‘translate’ the risk
assessment to comply with the HVCCG matrix.
The overall aim of risk assessment is to inform individual and collective actions or decisions.
Risk assessment involves the careful consideration of the source of risk, and an evaluation of
the risk impact and probability of occurrence. In practice, however, the objective of risk
management is to reduce the risk of hazards (the likelihood of) and to re duce the potential
consequences or impact (severity) of those hazards. HVCCG’s risk registers host 3 measures
of risk assessment:
Inherent Risk (unmitigated): the impact and likelihood of the risk materialising without the
presence of any controls in place. In essence, the worst case scenario. This would be how
the risk would present itself if all controls fail.
Current Risk (mitigated/residual): the impact and likelihood of the risk materialising with
current controls in place. It is important that the residual risk is based on current controls in
place and does not include any aspirational controls or controls that are in development.
Controls that are planned should be recorded as gaps in controls with associated actions and
timelines. The residual risk should always present a lower aggregate risk score when
compared to the inherent risk. If this is not the case, then the controls are ineffective and
need to be reviewed or treatment of the risk needs to be reconsidered as outlined in the
section of this document: Risk Treatment.
Target Risk: the impact and likelihood of the desired level of risk once all controls have been
implemented and are working effectively and efficiently. At the onset of risk assessment, the
target level of risk should always be lower than the residual level of risk. This is because the
target level of risk is a target - to be achieved once all gaps in controls and assurances have
been addressed. Once a residual risk has achieved its target risk, risk closure should be
considered.
CONTROLS
Controls are tangible resources that are intended to minimise the likelihood or severity of a
risk. An effective control will always reduce the probability of a risk occurring. If this is not
the case, then the control is ineffective and needs to be reconsidered. Improvement of
control effectiveness is a never ending quest. Controls can represent any of the following
examples; but must exist and be fully developed or realised at the time of identification:
10








policy or procedure;
process;
approved action plan;
committee or working group in a monitoring capacity;
training;
performance monitoring.

It is important to note the following points when considering controls:
 Resources including structured training, processes, procedures supervision or
quality assurance can dramatically reduce the likelihood of a risk occurring;
 Processes including press/ communications management and contingency
planning are effective at minimising the impact of most adverse events.
To reflect HVCCG’s close involvement and interdependence in the Sustainability and
Transormation Partnership (STP), controls to manage our strategic risks should expli citly
include the outputs of STP workstreams.
Where there are gaps in current controls or controls that are in development prior to
maturity, then risk owners need to establish the most appropriate way forward and develop
a risk action plan for implementation. Progress against action plans and expected action
completion dates should be regularly updated on the risk register (at least monthly) the
overall probability re-assessed if there is slippage. Risk management should be a live
exercise and where actions are not being achieved within the expected timescales they
should be re-considered. Risk owners should also note that for each control identified, a
minimum of one assurance should be identified as a check to ensure the control is effective
and working.
ASSURANCE
Assurances provide robust evidence that a control is effective and working to its desired
effect. All controls represented on a risk register must always be supported by an identified
source of assurance to demonstrate that the control is working effectively and to plan.
Where assurances are in development or not fully in place, then these should still be
captured in HVCCG’s risk register as a gap in assurance. Assurance is paramount in risk
management since this provides the impetus for the refinement and development of
controls and compliance.
Sources of assurances can either be internal (from within HVCCG, e.g. performance data) or
external (e.g. internal audit reports, CQC, Monitor or Local Authority). Sources of assurance
can also be positive (e.g. a reduction in the number of complaints and seri ous incidents
following the publication of a complaints and serious incidents policy); or negative (e.g.
there continues to be an increase in the number of complaints and serious incidents
following the publication of the complaints and serious incidents policy.)
Other assurances based on hypothetical controls are given below:
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Policy and Procedure
a) signed declaration by target group to indicate they have read and understood content;
b) attendee list from related training on policy/ procedure;
c) Root cause analysis of incidents or near misses to establish if there is a weakness/
misunderstanding related to the policy or procedure.
Process
a) systematic audit of compliance with process;
b) outcomes analysis of process showing improvement or no change.
Approved Action Plan
c) Progress against action plan is regularly monitored by a Committee or similar steering
group; and also formally documented in an agenda, minutes or action points.
Training
a) Up to date training records.
Performance Monitoring
a) Agreed KPIs and regular reporting to a designated Committee or working group.
When reporting an assurance level for a particular risk to the Board or Committees, it is essential that
specific reference is made to the evidence of that assurance.
RISK MANAGEMENT
Risk management is the systematic identification, assessment, prioritisation, communication and
monitoring of risks. This process is followed by the application of current or planned resources to
effectively control, monitor and minimise the overall likelihood (and in some instances, impact) of the
identified risk.
RISK REGISTER
A risk register is a documented record of risks, risk assessments, risk ratings, controls, gaps in controls,
assurances, gaps in assurances, and risk owners.
BOARD ASSURANCE FRAMEWORK (BAF)
The Board Assurance Framework provides a systematic approach for the effective management of
principal risks to achieving the strategic objectives of the organisation. It also provides a structure for the
evidence to support the Governance Statement, simplifying Board reporting and the prioritisation of
action plans.
RISK APPETITE
Risk appetite is ‘the amount of risk that an organisation is prepared to accept, tolerate or be exposed to
at any point of time’. The HVCCG governing body is ensuring that strong governance foundations are put
in place and is aware that there is more to do to develop a mature risk appetite and integrate this into
the CCG’s risk management and decision-making systems. The current risk appetite of the organisation
may be described as ‘Seek’, using the Good Governance Institute ‘Risk Appetite for NHS Organisations’
matrix (Appendix 5). That is HVCCG is: “Eager to be innovative and to choose options offering potentially
higher business rewards (despite greater inherent risk.”
RISK TOLERANCE
Reflects the boundaries within which the executive management are willing to allow the true, day to day,
risk profile of the enterprise to fluctuate, while they are executing strategic objectives in accordance with
the Governing Body’s strategy and risk appetite. The escalation processes from
project/programme/directorate registers to the Corporate Risk Register reflect these boundaries.
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Additional resource is systematically applied for the effective management of principal risks in the Board
Assurance Framework and the control and monitoring of those key risks in the Corporate Risk Register
that by their nature could have a fundamental detrimental effect on HVCCG’s strategic objectives.
BUSINESS CONTINUITY MANAGEMENT
BCM comes into effect once the probability of a risk has been realised such that normal
business is
interrupted. The aim of BCM is to ensure the continuity of services to reduce disruption.
.

ROLES AND RESPONSIBILITIES
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Roles and Responsibilities
The Chair
The Chair of HVCCG is responsible for overseeing the governance arrangements for HVCCG,
which includes the management of risk towards HVCCG’s strategic objectives. The Chair is
also responsible for ensuring that the Governing Body and HVCCG conduct itself with the
utmost transparency and responsiveness at all times.
The Accountable Officer/Chief Executive Officer
The Accountable Officer/Chief Executive Officer is accountable for ensuring an effective
system of risk management and internal control. The Accountable Officer has overall
accountability for the management of HVCCG risks and is responsible for:
 Continually promoting risk management and demonstrating leadership, involvement
and support
 Ensuring an appropriate committee structure is in place, with regular reports to
HVCCG Committees;
 Ensuring that HVCCG Governing Body, Executive Team and Senior Leadership Team
are appointed with managerial responsibility for risk management;
 Ensuring that an assurance framework including a risk management strategy is
maintained by HVCCG and that reports are received regularly by the Audit Committee.
The Director of Nursing & Quality (Caldicott Guardian)
The Governing Body Nurse is the designated Director with overall responsibility for ensuring
the implementation of risk management and organisational controls and for reporting to the
Governing Body. The Governing Body Nurse is also the professional lead responsible for
safeguarding adults and children, Executive lead responsible for Clinical Governance including
Caldicott Guardian, Infection, Prevention and Control as well as overseeing the management
of provider serious incidents.
As Caldicott Guardian, the Director of Nursing & Quality acts as the gatekeeper of any service
user information held by the CCG, being familiar with current legislation, guidance and best
practice. Caldicott Guardians by their function act as the conscience of the organisation. The
HVCCG Caldicott Guardian can be contacted for advice or to discuss in detail any concerns
that staff may have in relation to disclosure.
The Head of Corporate Governance is the Executive member with operational oversight of
the implementation of risk management processes as part of the integrated governance
protocol and for producing reports to the Governing Body.
The Chief Finance Officer (Senior Information Risk Owner, SIRO)
The Chief Finance Officer is responsible for overseeing governance and audi t arrangements
leading to propriety in the management of HVCCG’s resources. The Chief Finance Officer has
delegated responsibility for financial risk management and will ensure:
 The effectiveness of HVCCG’s financial control systems
 Significant financial risks faced by HVCCG are identified and managed effectively
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The Audit Committee and internal audits effectively perform their roles in assuring the
organisation’s system of internal controls are in place.

The Chief Finance Officer is also the SIRO with ownership and champion of HVCCG’s Information
Governance policy. To this effect the SIRO acts as an advocate for information risk on the HVCCG
Governing Body and internally, and will also provide written advice to the Accountable Officer on the
content of the annual Statement of Internal Control with regard to information security.
CCG Executive
The CCG Executive is assigned overall responsibility for each of the four strategic objectives areas:
i.e. Effective Engagement, Quality, Transforming Delivery and Affordable & Substainable Care. The
Executive are responsible for endorsing HVCCG’s system of internal control, including risk management
and has collective responsibility for:
 Reducing, eliminating and exploiting risk in order to increase resilience;
 Determining and communicating the risk appetite for HVCCG;
 Ensuring the approach to risk management is consistently applied; and
 Ensuring assurances are available to demonstrate that risks have been identified, assessed and
all reasonable steps have been taken to manage them effectively and appropriately;
 Approving the closure of actions arising from the recommendations of risk based internal
audits;
 Ensuring appropriate resources are available to support the risk management system and to
manage risk within the agreed risk tolerances;
 Protecting the reputation of HVCCG.
Senior Leadership Team (SLT)
Directors delegate operational management decision-making and responsibility for the day-today
management of risk to their respective deputies in the Senior Leadership team (SLT). Senior leaders are
therefore responsible for implementation of the CCG’s risk management framework and procedure at all
levels and ensuring the effective mitigation of risks to the CCG’s strategic objectives.
HVCCG’s Risk Management Strategy and associated guidance are distributed through the management
structure for each directorate. SLT are responsible for preparing plans to reduce risks and for allocating
resources accordingly. SLT have a responsibility to correctly identif y risk, the scoring of risk and
compliance with HVCCG controls.
Members of the Commissioning Executive
Members of the Commissioning Executive are required to ensure the provision of effective and
comprehensive risk management collectively within the Commi ssioning Executive and individually in
relation to their individual responsibilities.
Governing Body Members
All Governing Body members have a responsibility to review and monitor risks identified through the risk
management framework and to provide an effective level of challenge through debate and discussion.
Risk Owners
Risk owners are generally Executive Directors and are responsible for ensuring the risk management
processes described in this framework are applied and reviewed within their areas.
Risk Leads
Programme leads, heads of service areas and other senior managers are responsible for updating
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their risk registers in real time (and no less than monthly) and for making sure that escalation
of
issues of concern takes place.
Associate Directors, Heads of Service and Managers (Senior Leadership Team)
Directors delegate operational management decision-making and responsibility for the dayto-day management of risk to their respective deputies in the Senior Leadership team (SLT).
HVCCG’s Risk Management Strategy and associated guidance are distributed through the
management structure for each directorate. SLT are responsible for preparing plans to
reduce risks and for allocating resources accordingly. SLT have a responsibility to correctly
identify risk, the scoring of risk and compliance with HVCCG controls.
All Staff
All HVCCG staff have risk management responsibilities, including the reporting of risks and
concerns which may affect the objectives of the organisation, the quality of service provision
and the safety of patients, staff and others. Staff are also responsible for:
•
•

•
4
.
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Reporting incidents/accidents and near misses using the HVCCG incident
reporting procedure;
Familiarising themselves and complying with HVCCG’s Risk Management
Strategy & Procedure and any relevant department risk management
procedures;
Being aware of any emergency procedures relevant to their role and place
of work, e.g. Resuscitation, evacuation and fire precaution procedures.

Accountability and Reporting Structures Governing Body
The Governing Body is accountable for ensuring that HVCCG has an effective programme for
managing all types of risk and reviews risks to the strategic objectives of the CCG. It receives
details of all new high level risk exposures at each formal meeting and reviews the Board
Assurance Framework and Corporate Risk Register. The HVCCG Executive Directors own all
risks on the Board Assurance Framework. Risks on the Corporate Risk Regis ter are also
owned by the Executive Directors.
In order to verify that risks are being managed appropriately and that HVCCG can deliver its
objectives, the Governing Body receives and considers written reports from the Audit
Committee, Sub-Committees of the Governing Body, as well as the Commissioning Executive
and Executive. In particular, the Governing Body considers risk reduction plans and monitors
progress on action plans on all significant risks. The BAF summary report presented to the
Governing Body quarterly is also supported by information about risks and assurance
included in each report sent to the Governing Body and Committees, so that risks and their
management may be discussed and challenged in context.
Audit Committee
The Audit Committee is the committee with responsibility for oversight of all governance
arrangements including those of risk that relate to the system of financial controls. The
Committee also reviews the establishment and maintenance of effective systems of
integrated governance, risk management and internal control across all areas of the HVCCG,
ensuring that there are appropriate and adequate links between risk management, financial
risk, corporate and clinical governance. The Audit Committee is responsible for scrutinising
and approving the Board Assurance Framework on a quarterly basis and for approving the
Risk Management Strategy & Procedure.
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Quality, Performance and Finance Committees
The Quality, Performance and Finance Committees shall undertake reviews of significant
clinical and financial risks as appropriate and where required, in order to support the
Executive meetings and provide assurance to the Audit Committee. The Quality and Finance
& Performance Committee is responsible for oversight of the development, implementation
and monitoring of HVCCG’s integrated governance arrangements by providing assurances on
the systems and processes within HVCCG. The Quality and Finance & Performance
Committee monitors relevant risks pertaining to the strategic objectives that appear on the
Board Assurance Framework and the Corporate Risk Register. The Committee also receives
assurances about the management of those risks from the Senior Leadership Team.
Patient and Public Involvement Committee
The role of the Patient and Public Involvement Committee is to provide assurance to the
Board that there is meaningful participation in the business of the CCG from patients, carers,
families and members of public across the CCG, to risk management systems, offering views
from patients’ perspectives.
All committees that support the Governing Body have a responsibility for identifying,
assessing and putting systems in place to mitigate any risks to ensure the achievement of
strategic objectives, and to ensure these are managed through the risk register system.
Remuneration Committee
The role of the Remuneration Committee is to ensure that the CCG recruits, retains and
develops a strong leadership team capable of achieving its objectives and performance.
All committees that support the Governing Body have a responsibility for identifying,
assessing and putting systems in place to mitigate any risks to ensure the achievement of
strategic objectives, and to ensure these are managed through the risk register system.
Commissioning Executive
The Commissioning Executive interprets and agrees the clinical impact of changes to
HVCCG’s operating environment including changes to national policy. The Committee
reviews all high level risks at each meeting to ensure the correct strategy is adopted and that
controls are effective and that action plans are robust whilst sufficient progress is being
made.
Executive Team
The Executive Team ensures that risks reported within and to HVCCG are escalated correctl y.
The Board Assurance Framework and Corporate Risk Register are also monitored at the
Executive Meeting. This occurs through the monitoring of action plans, with particular focus
on high risks. All risks on the HVCCG Corporate Risk Register are owned by t he Executive
Directors.
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Senior Leadership Team
Membership of the Senior Leadership Team is drawn from HVCCG Deputy, Assistant and
Associate Directors as well as Heads of Service and leads for risk management and
information governance. The SLT has responsibility for sustaining an operational approach
to risk management across HVCCG. The SLT ensures that correct processes, policies and
procedures are in place in order to maintain compliance and to reduce risk. The SLT also
provides the challenge and scrutiny to ensure the correct risks are identified, managed,
monitored and escalated appropriately in accordance with the Risk Management Strategy
and related procedures.
The SLT is instrumental in identifying emerging risks from the review of potential triggers
including incidents, claims, complaints, non- compliances (internal and external) and
other sources. The SLT also maps risks across the
organisation to identify interdependencies and linkages. The SLT provides monthly reports
on the management of strategic risks to the Executive Committee.
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Locality Committees
Locality committees have a responsibility for identifying, assessing and putting systems in
place to mitigate any risks to ensure the achievement of strategic objectives, and to ensure
these are managed through the risk register system. Locality committees should escalate
risks to the appropriate director by bringing them to the attention of the risk manager in a
timely manner.
Better Care Fund Groups
Better Care Fund Groups as part of the integrated health and social care framework have a
responsibility for identifying, assessing and putting systems in place to mitigate any risks to
ensure the achievement of strategic objectives, and to ensure these are managed through
the risk register system.
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CONTENT
Strategy Objectives
HVCCG has set its objectives in the context of its clinician-led strategy. We recognise that
there is a range of issues which are more likely to threaten the objectives of commissioners
of healthcare.
These include:
 Corporate risks – operating within powers, fulfilling responsibilities, ensuring
accountability to the public;
• Clinical risks – associated with service standards, safeguarding, competencies,
complications, equipment, medicines, staffing, and patient information;
• Reputational risks – associated with quality of services, communication with public
and staff, patient experience, relationships with internal and external stakeholders;
• Financial risks – associated with achievement of financial targets, commissioning
decisions, compliance issues;
• Environmental risks – including health and safety – ensuring the well-being of
patients and staff whilst using the services we commission.
This suggests a set of principles which underpin this framework:







We will ensure that the decision making of the HVCCG Governing Body is based on an
integrated review of performance, risk, risk appetite, and assurance;
We will develop integrated arrangements, processes and controls for managing risk in
the context of a commissioning organisation;
We will develop our risk management framework and activity in the light of best
practice;
We will ensure that all risks are managed to an acceptable level as defined in HVCCG’s
risk appetite;
Our risk management system will support risk movement with clear protocols for risk
escalation and risk de-escalation;
Risk management systems, processes and culture will be embedded into our core
business
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approach and cycle;
Our risk management activity will support CCG statutory and regulatory compliance,
including health and safety, equality, information governance, QIPP delivery and
clinical and financial requirements;
 Our approach to risk and risk-taking and how that affects our commissioning
decisions, will be communicated effectively with all internal and external
stakeholders;
 We will work with partner organisations across organisational boundaries where
appropriate to share risk information and best practice;
 We will ensure all staff will undertake risk management training appropriate to their
role and responsibilities;
Risk Appetite
HVCCG recognises that risk management is not about risk elimination; it is about encouraging
appropriate risk-taking, i.e. ensuring that sufficient and appropriate information about risks
encountered is available and properly analysed. Redesigning pathways of care to secu re the
best possible services for our community requires a high degree of innovation,
transformation and, indeed, risk-taking. In order to succeed in this, we recognise the need to
determine our risk appetite across all areas of our organisation and to apply this to all
decisions about risk and opportunities in the pursuit of the HVCCG’s objectives. The HVCCG
Governing Body will review its risk appetite annually in accordance with this Strategy.
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Delivering the Strategy
The Strategy will be delivered by focussing on key themes of activity, linking HVCCG’s
strategic objectives and agreed local objectives.
The Senior Leadership Team, will on behalf of the Executive Team:
 Be clear about the HVCCG’s priorities;
 Promote awareness and understanding of the benefits of proactive risk
management, therefore developing a positive risk and patient safety
culture;
 Manage risk through their own Directorate structure by identifying,
assessing, controlling, monitoring and reviewing risks in real time (and no
less than monthly); ensuring the controls and action plans are sustainable,
effective and fully implemented;
 Distribute and disseminate, to their employees, results of complaints,
incidents, audits and lessons learned;
 Support compliance with appropriate legislation and standards.


Report monthly to the Executive Committee and six-monthly to the Audit

Committee.
HVCCG will:









Ensure corporate ownership and accountability throughout the
organisation of risk management and the need to mitigate risk along with
the mechanisms for reporting and sharing learning across the
organisation;
Promote and support the development and implementation of risk
management policies in general practice;
Provide training and on-going support to ensure that all risks are reported
and that all staff are aware of mechanisms to report incidents and near
misses
Ensure that all staff receive the appropriate level of risk management
training;
Establish and implement a plan to develop and strengthen the
organisation’s risk management culture and integrated risk management
framework through the delivery of training on the Integrated Governance
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bespoke training to teams and individuals as required.
The Strategy will be reviewed annually by the Board according to good governance practice.
Risk Management Specialists
5.4

HVCCG has a range of risk management specialists and experts who possess and maintain
appropriate qualifications and experience sufficient to ensure that competent advice is
available to staff. The specialists are responsible for creating, reviewing and implementing
policies, procedures, protocols and guidelines for the effective control of risk.
Where responsibilities are assigned within the following roles HVCCG will regularly review the
training needs analysis to ensure that competence sufficient for the discharge of any duties is
acquired and maintained by the duty holders. Details of risk management specialists are
given below.

HVCCG RISK MANAGEMENT SPECIALISTS
Specialist/ Advisor
Caldicott Guardian
Senior Information Risk Owner (SIRO)
Local Counter Fraud Specialist
Head of Infection Control
Health and Safety Manager/Competent Officer
Fire Safety Officer
Director of Nursing and Quality

Organisatio
n
HVCCG
HVCCG
RSM
HVCCG
HVCCG
HVCCG
HVCCG

Chief Finance Officer

HVCCG

Director of Primary Care

HVCCG

Director of Commissioning

HVCCG

Director of Workforce
Associate Director Communications and Engagement
Head of Pharmacy & Medicines Optimisation

HVCCG
HVCCG
HVCCG
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Designated Nurse for Safeguarding Children
Lead for Adult Safeguarding
Head of Corporate Governance
Deputy Head of Corporate Governance

HVCCG
HVCCG
HVCCG
HVCCG

6.

REPORTING, ESCALATION, DE-ESCALATION & MONITORING

6.1

Introduction
The risk register is a key management tool that enables HVCCG to understand its risk portfolio
in relation to its risk appetite and acceptable risk tolerances. There are three levels
(hierarchies) of risk register within the HVCCG risk management framework:




Directorate and Programme-level Risk Registers (including project risk, issues and
decisions logs) which are owned by the Senior Leadership Team;
The Corporate Risk Register which is owned by the HVCCG Executive Team and
managed on their behalf of the Senior Leadership Team;
The Board Assurance Framework (BAF) which is owned by the HVCCG Governing Body
and managed on behalf of the Executive Team by the Senior Leadership Team.

HVCCG uses a single method of risk reporting using the headings set out in the template at
Appendix 9 (these are also incorporated in the risks and issues log) and a single method of risk
assessment which is based on the National Patient Safety Agency (NPSA) risk assessment
model. This enables HVCCG to prioritise its risks and defines the organisation structures
where risks are reviewed and how these are (de)escalated.
Project Risks are managed through the Project Risk, Issues and Decision Log (Appendix 7) in
line with HVCCG’s Operational Guidance on the Assessment and Management of Project
Risks and Issues (Appendix 8).

6.2

Escalation Process
HVCCG has a three-tier process involving:
TIER 1
HVCCG Project based (development initiative) risks, issues and decisions logs:
The Delivery Lead is responsible for continuously reviewing and updating the risks and issues
log throughout the lifecycle of the development initiative, implementing the correct processes
for managing risks using the template and for escalating development initiative risks where
they are deemed to impact on corporate risks, to the relevant programme or directorate
register. The risk lead and risk owner both have responsibility for escalation further to the
Corporate Risk Register or Board Assurance Framework, as appropriate. The mechanism for
escalation is set out in Appendix 2 and may follow either the standard or the urgent route as
necessary.
TIER 2 HVCCG Directorate, Programme and Locality based risk registers:
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These registers are owned, managed and fully reviewed (at least monthly) by all risk owners
within
the Directorates, Programmes, Teams and Localities. A risk may be considered for escalation to the
Corporate Risk Register or the Board Assurance Framework if it meets all three criteria listed below:
 has an inherent risk score of 12 or above;
 has an impact on multiple areas;
 is deemed no longer manageable within the Directorate, Programme or Locality.
All risks for proposed escalation require the Risk Lead to make a request to the Executive Director and for
the proposal to be included in the SLT report to Executive, including the key information set out in the
Risk Escalation Information guidance (Appendix 2).
Directorate and Programme risks can also be reviewed by the SLT if a discussion is desired around the
grounds for escalation.
Any member of the SLT or Executive is permitted to escalate a risk, regardless of the current score, if
they are concerned about potential threats to strategic objectives and/or statutory responsibilities or
duties.
Whilst the risk grading is the key (hard) rationale for escalation to the Corporate Risk Register, the
following (softer) criteria are helpful to consider as further validation of the decision to forward a risk to
the Corporate Risk Register:




Additionally is potentially or actually causing the organisation to miss targets/lose money/damage
reputation etc.
A persistent or repeating problem
Considerable management effort to control the risk can be evidenced, as well as the consideration
given to the possible rationale for this not working
Sufficiently concerning to the Executive Director to have been raised with the Accountable Officer


TIER 3
Corporate Risk Register:
The Corporate Risk Register provides an overview of high level risks across all Directorates, Programmes.
Risks on the Corporate Risk Register are owned by the CCG Executive and managed on their behalf by the
Senior Leadership Team. All risks on the Corporate Risk Register have an inherent score of 12 or higher
and monitoring of controls will be undertaken by a Committee of the HVCCG Governing Body. The
Corporate Risk Register is reviewed at CCG Executive and Commissioning Executive Meetings and also by
the Audit Committee and Governing Body. The As well as managing BAF and CRR risks on behalf of the
Executive Committee, the Senior Leadership Team has sight of all the Directorate Risk Registers for
information purposes and in order to highlight linkages and interdependencies between them and also
between the operational and the strategic level.

Corporate Risks that are deemed manageable and under control may be de -escalated to a Directorate,
Programme or Locality risk register following the approval of the CCG Executive. The Head of Corporate
Governance will include in quarterly risk summary reports a summary of risks escalated to the Corporate
Risk Register, and risks de-escalated.
Conversely, de-escalated risks from the Board Assurance Framework may be monitored on the Corporate
Risk Register. Updates to the Corporate Risk Register are overseen by the Senior Leadership Team and
monthly proposals sent to the Executive Committee. The Corporate Risk Register is an internal HVCCG
document whose content is edited by the HVCCG Risk Manager under the instruction of the HVCCG’s
Executive and SLT. Live updates can be requested by Executive Directors at any time and out of the
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normal pattern of monthly meetings.
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Board Assurance Framework:
The Board Assurance Framework (BAF) provides the HVCCG Board with assurance that the
organisation is effectively managing or has plans in place designed to manage strategic risk
that may threaten the achievement of the organisational objectives. The Board Assurance
Framework hosts risks with an inherent score of 15 or higher. The CCG Executive owns all BAF
risks, but delegates responsibility for their management to the Senior Leadership Team.
Updates to the BAF are overseen by SLT, with monthly proposals submitted to the Executive
Committee.
The formation and development of the BAF is the responsibili ty of the Director of Nursing &
Quality and is overseen on her behalf by the Head of Corporate Governance. HVCCG has
delegated scrutiny of the Board Assurance Framework primarily to the Audit Committee. The
Audit Committee will scrutinise in depth analysis of one of the key BAF risks at least three
times per annum and make recommendations for improvement in processes. The BAF is
presented to the Board on a quarterly basis. In depth reviews of risks on the Board Assurance
Framework are undertaken periodically by the Audit Committee. The Audit Committee is
responsible for preparing a summary report to the Board about the effectiveness of the
organisation’s system of internal control – the Board Assurance Framework.
The BAF is a public document whose content is edited by the HVCCG Risk Manager in
collaboration with the SLT and with the agreement of the HVCCG’s Executive Team.
An overview of the reporting, escalation and de-escalation process is given in Appendix 2.

6
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Urgent Escalation
In the event of a high level risk arising out of any routes described above or from sources
illustrated in the reporting context , the risk will be thoroughly assessed and reviewed by the
relevant Director or Programme Lead/Manager and reported to the Accountable Officer (or
deputy) within 24 hours. The Accountable Officer, alongside the HVCCG Chair and with the
support of relevant members of the Clinical Executive Team will determine the most
appropriate course of action to manage the risk. The Accountable Officer will assign
responsibility to the appropriate manager or Director for the management of the risk and the
development of mitigation plans. The risk will be formally reviewed by the SLT and Executive
Team at the next scheduled meetings.
Risk De-escalation
The CCG’s risk systems aim to reduce risk scores by effective action and the introduction of
new/improved controls.

6
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If at review of a risk entry the relevant group or Committee is assured that mitigation of the
risk has been achieved then the risk can be re-graded to the relevant score, and de-escalated
from the relevant register if appropriate
A risk that is escalated to a corporate register should remain noted on the Directorate,
Locality, Programme or Project risk register.
Risks within the risk management system de-escalate according to the following protocol:
Board Assurance Framework – subject to approval from the Chair of the HVCCG Governing
Body;
Corporate Risk Register – subject to approval by the designated Executive risk owner;
Directorate, Programme, Team or Locality Risk Registers – subject to approval by the
Director or their deputy.
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Project Risks and Issues Log – subject to the approval of the Project Lead.
7

RISK MANAGEMENT PROCEDURE

7
.
1

Introduction
Risk is the effect of uncertainty on objectives. Note that an effect may be positive, negative
or a deviation from the expected. Risk registers therefore record an assessment of the
likelihood of potential events or courses of action impacting on the achie vement of our
objectives and strategies, where events occur as a result of threats and opportunities, as well
as mitigation necessary to control those threats or exploit the opportunities. Risk and seeking
opportunity is central to everything we do as an organisation. Therefore the process for
identifying and assessing risk is an integral and inseparable part of our culture,
commissioning, performance, safety and governance.
Risk Management is “the culture, processes and structures that are directed towards the
effective management of potential opportunities and adverse effects”. Risk management
refers to the collective set of processes, working practices and tools used to minimise the
probability and impact of risks.
Risk and risk taking is inherent in everything HVCCG does. Therefore there is a need to adopt
a systematic and consistent approach to managing risks which encompasses all HVCCG’s
functions and objectives. An effective risk management system is fundamental in ensuring
good governance. The aim is to continually improve the quality of health service
commissioning through the identification, prevention, control and mitigation of risks. Risk
appetite is the amount of risk which is judged tolerable and justifiable. It is the amount of
risk that any organisation is prepared to accept, tolerate, or be exposed to at any point in
time.

7
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The HVCCG Approach
The process adopted by HVCCG is based on best practice and experience of risk management
in healthcare.

Monitor and review

Communicate and consult

Establish the context Identify risks Analyse the risks
Evaluate the risks
Treat risks

HVCCG uses the Australia/New Zealand standard 4360 risk management model, which has
now
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been incorporated into the international risk management standard, ISO 31000. This provides
a
generic model for identifying, prioritising and dealing with risks in any situation – whether at
local or corporate level.
There are 7 stages to managing risk in this model:

1. Establish the context
2. Identify hazards and risks
3. Analyse risks
4. Evaluate and prioritise risks
5. Risk treatment
6. Monitor and review risks
7. Communicate and consult on risks
Each stage of the risk management process should be documented in order to:






Demonstrate the process is conducted properly;
Provide evidence of systematic approach;
Provide a record of risk and to develop the HVCCG’s knowledge of risk;
Provide relevant decision makers with a risk management plan for approval etc;
Provide an accountability mechanism and to facilitate review and monitoring.

This process follows accepted good practice and guidance by ensuring that lessons are
learned and adopted into the safe working practices of HVCCG
7
.
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Establish the Context
Directorates should initially consider what their main areas of work are and how these relate
to their local objectives and HVCCG strategic objectives. Every work activity that has a
significant hazard should be assessed for risk.
Identify Hazards and Risks
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Risk may be identified as part of an on-going review of services and functions, or when new
services and functions are introduced. Risks may also be identified following incidents,
complaints, claims; through the integrated Quality and Equality Impact Assessment; the
raising of concerns; or as a result of internal or external audits and reviews or trend analysis.
The identification of risks arising from work-related tasks or activities will continue to be
undertaken by all members of staff within HVCCG and will also be identified with specific
reference to inspections, audit, and investigation of incidents, complaints, claims, feedback,
ad-hoc assessments or external reviews.
The HVCCG Governing Body develops annual priorities and objectives in line with its
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objectives. The Governing Body identifies significant risks which may prevent HVCCG from
achieving its objectives.
Directors, Programme Leads and Managers are required to anticipate what is stopping them,
or could stop them, from achieving their objectives. It is important that HVCCG view and
incorporate risk management and governance as part of everyday business and not as a
separate framework, and it is essential that risk management is on the agenda of all
appropriate meetings.
Project leads will identify and record risks for their specific project and work streams and
report these through their Programme meetings. The identification of risks arising from
work-related tasks or activities will continue to be undertaken by all members of staff within
HVCCG and will also be identified with specific reference to inspections, audit, and
investigation of incidents, complaints, claims, feedback, ad-hoc assessments or external
reviews.
7.5

Analyse Risk: Risk Assessment
The rating of risks is a useful guide for prioritising risks and in ensuring that risks are brought
to the attention of the most appropriate staff, i.e. the highest risks are noted at the most
senior management level. Risk is measured in two dimensions: the impact (what the
outcome would be should the risk occur) and the likelihood (how probable it is that the risk
will occur).
The risk assessment matrix and summary that HVCCG uses is summarised below. To ensure
consistency, definitions of scoring risk impact and risk likelihood are provided in Appendix 3.

7.6

Risk Assessment Matrix
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Risk Assessment Levels
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In many cases, there will be existing controls already in place to reduce the impact and
likelihood of risks, e.g. policies and procedures, monitoring and reporting mechanisms,
audits, etc. The effectiveness of these controls will be mapped against identified risks and
the residual risk assessed using the same categories as above.
A basic risk assessment form allows managers and staff to assess and score identified risks.
One of the key aims of risk assessment is to identify improvement action plans through
identifying and documenting risk, control and assurance activity and by making judgements
regarding the severity of risks and the level of assurance received on the effectiveness of
controls.
The output of risk assessment is a prioritised register of key risks and focused actions to
manage risks and to drive improvements which in turn supports our strategic objectives.
Training will be provided to staff in how to assess and record risk. All Directorate,
Programme and Locality Risk owners will compile risk registers in this way with the support
of the Governance and Risk Manager where necessary, using the same temple and ensuring
that the risk is accurate and all the required information is recorded. Where the risk requires
escalation, it will be escalated through the organisation as set out in section 9 of this
document.
All Programmes and localities will keep risks within their service under constant review, but
will formally undertake and or review risk assessments on a monthly basis.

7.7

Analyse Risk: Identify Controls
Controls are tangible resources that are intended to minimise the likelihood or severity of a
risk.
Controls may also be actions that are repeated, either regularly or in response to events,
or they
may be one-off actions or decisions. A control may be implemented to:
 Avoid risk;
 Take opportunity in a safe manner;
 Modify risk;
 Transfer risk; or
 Retain and reduce risk.
An effective control will always reduce the probability of a risk occurring. If this is not the
case, then the control is ineffective and needs to be reconsidered. Controls are intended to
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improve resilience.
Improvement of control effectiveness is a never ending quest. Controls can represent any of
the following examples, but must exist and be fully developed or realised at the time of
identification:

Resource (financial, human or other);

31








Policy, procedure or protocol;
Process;
Approved action plan;
Committee or working group in a monitoring capacity;
Training;
Performance monitoring.

It is important to note the following points when considering controls:
 Resources including structured training, processes, procedures supervision or
quality assurance can dramatically reduce the likelihood of a risk occurring;
 Processes including press/communications management and contingency
planning are effective at minimising the impact of most adverse events.
HVCCG controls fall into three main categories:
 Prevention – these controls prevent a hazard or problem from occurring; (for
example Policies, Procedures, Guidelines, Techniques, Processes, Training, Use
of Equipment, Checklists, Computer Systems, Protective Clothing)
 Detection – these controls provide an early warning of control failure; (for
example Audit, Inspection, Monitoring, Incident Reporting, Smoke detectors,
Complaints, Surveys): and
 Contingency – these controls provide effective reaction in response to a
significant control failure or overwhelming event and are designed to mitigate
harm and improve resilience; (for example Evacuation Plan, Escalation
Procedure, Continuity Plan, Backup Generator, Insurance).
Where there are gaps in current controls or controls that are in development prior to
maturity, then risk owners need to establish the most appropriate way forward and develop
a risk action plan for implementation.
It is within the context of internal control, that assurance can be understood that controls
are working and fit for purpose.

7
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Evaluate and Prioritise Risks
Risk prioritisation involves agreeing the order in which risks need to be addressed. Generally
risks will be prioritised according to their rating, i.e. the higher the rating, the higher the
priority of the risk. However, some minor risks may be easy to address and tackled sooner
rather than later for that reason. Some high level risks may be due to the nature of that risk
and perhaps may be difficult, impractical and even inappropriate to reduce. Reducing a risk
may have an adverse impact on another aspect of HVCCG’s business. Therefore the risk
prioritisation must consider these broader considerations and for this reason, the Quality &
Performance Committee will have final responsibility for prioritising risks.
Risk Treatment
The options for treating identified risks need to be assessed on the basis of cost and benefits
derived. Options can be taken in combination or separately. In general the cost of managing
risks needs to be commensurate with the benefits obtained. However, decisions should take
account of the need to carefully consider rare but severe risks, which may warrant risk
reduction measures that are not justifiable on strictly economic grounds.
There are three options for treating risks:l
 Avoid the risk by deciding not to proceed with the activity likely to generate
risk. Risk aversion can lead to missed opportunities and increase in other risk
areas by failure
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7.10

to engage with appropriate decision making around risk management.
Transfer the risk to another party in its entirety or partially. For example,
service level agreements or jointly managed services. Where risks are
transferred in whole, or in part, the organisation acquires a new risk in that
the organisation to which the risk has been transferred may not managed the
risk or their share in it appropriately.
Accept the risk and manage.

Monitoring, Review and Communication of Risks
Monitoring, review and communication is key to the successful management of risks. All
risk owners are responsible for the effective monitoring and review of their risks, risk
assessments, controls, assurances and the accuracy of risk entries. The risk landscape needs
to be regularly
monitored since no risks remain static.
Risks should be reviewed at least once on a monthly basis to ensure new risks are identified,
and existing ones reassessed. Assurances on the effectiveness of controls should be a key
driver when monitoring, reviewing and communicating all risks.
In practice the monitoring and horizon scanning of risks should be a proactive process rather
than a static tick box exercise whereby risk registers are briefly reviewed. Given all risks are
developed within the context of threats to the achievement of strategic and local objecti ves,
it follows that Directorate, Programme and Locality meeting agendas should reflect the
management of risks and issues related to these.
Transparency and accountability are key considerations throughout the risk management
process for both internal and external stakeholders. This ensures those who are responsible
for implementing risk management and those with a vested interest, understand the
decision making process and why particular actions are required.

7.11

•
•
•
•
•
•
•
•

Addendum: Covid 19 Pandemic Incident Management.
Incident management arrangements were set up in Herts Valleys from 2 March 2020, as
Simon Stevens, Head of NHS England, declared level 4 incident, and as we had our first
suspected cases in Hertfordshire.
New and tailored leadership and delivery structures were established to respond to the
pandemic, with a dedicated strategic incident management team (IMT) and operational
tactical delivery group (TDG) with workstreams for all key areas sitting under that.
The work of the CCG was transformed within a very short timeframe to focus on pandemic
management – people moving into new roles; different accountability lines; and staff
becoming entirely home-based from 23 March 2020
Staff redeployment outside of the CCG, to areas of pressure, to support system, including:
respiratory hubs; CLCH wards; community pharmacy.
Have adapted approach when needed, and responded speedily to national policy
developments and problems.
Now running twin processes of incident management and recovery management through the
strategic Recovery Management Team (RMT) and operational Recovery Management Group
(RMG).
Both the TDG and the RMG have been maintaining risk management under pandemic
conditions with key risks escalated to the IMT and RMT.
During this incident management updates to strategic risks have been reported regularly to
the board, with live information from the incident infrastructure being fed into these reports.
Day to day risk management has been through the TDG and RMG rather than following the
established Corporate and Directorate Risk Register processes set out in this document.
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As we move onto Phase 2 of the recovery process and more CCG staff have returned to their
substantive posts, business as usual risk management processes are being re-instated
alongside incident and recovery management with updates to the corporate and directorate
risk registers being made in July, for the first time since January or February.
The Acting Head of Corporate Governance continues to receive intelligence about risk
management from colleagues in the Incident and Recovery Management structures and use
these to inform strategic reports on the Board Assurance Framework.
HVCCG needs to maintain its Level 4 Incident Management until 31 March 2021 and there
will therefore a hybrid approach to risk management will continue from August to March as
incident and recovery management are flexed in response to changes in the pandemic.
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In response to recent guidance…we have expanded our incident response to include Covid-19 and restoration and recovery

We are also updating our governance arrangements to: (1) oversee our response to COVID and now (2) set up and oversee recovery
Work in these two areas will increase/ decrease depending on how the incident unfolds. If we have a second wave, our focus w ill return primarily to
Incident Management

8.

MONITORING COMPLIANCE

8.1

The Board will receive the following reports to enable it to monitor and review the effectiveness of the
HVCCG’s risk management performance:
 Minutes of the Audit Committee and Sub Committees;
 Quarterly reviews of the Board Assurance Framework and Corporate Risk Register;
 Quarterly integrated patient experience reports, incorporating information on complaints, written
enquiries and PALS cases, claims and incident reports; annual reports from all of its key subcommittees;
 An Audit Committee opinion, as part of its annual report, of the effectiveness of HVCCG’s systems of
internal controls and risk management.
The strategy will be reviewed annually.

9.

DISSEMINATION AND TRAINING
Embedding of the Strategy & Procedure will be supported by a range of training options delivered
by the Corporate Governance team. This includes an introduction to risk management as part of the
integrated governance induction training with updates delivered as part of mandatory training.
It is essential that all staff are aware of the Risk Management Strategy & Procedure and their role in
implementing it.
Training
Who
How Often
Status
Health & Safety
All staff
2 yearly
Mandatory
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(incorporates risk
management)
Induction –
New Starters
Once
Mandatory
Integrated
Governance
Introduction to Risk
All staff
Once
As required
Management
Risk Management for Risk Owners and
As required
As required
Managers *
Leads
Risk Management for All staff
As required
As required
Teams Workshop**
Risk Appetite and Risk Governing Body
Annually
Recommended
Tolerance Workshop
*To manage risk within own area of responsibility by identifying, assessing, controlling, monitoring
and reviewing risk and ensuring controls and action plans are sustainable.
** Overview of risk management strategy and procedures plus discussion of component parts of
directorate risks and how they map into the organisations strategic objectives and risks.
The effective implementation of this Risk Management Strategy & Procedure will facilitate the
delivery of effective governance arrangements, which alongside staff training and support, will
provide an awareness of the measures needed to prevent, control and contain risk.
HVCCG will:
 Ensure all staff and stakeholders have access to a copy of this document via the intranet
 Produce the necessary reports for review and cascade as necessary in relation to risk
management activity
 Monitor and review the performance of the organisation in relation to the management of
risk and the continuing suitability and effectiveness of the systems and process in place to
manage risk
 The Risk Management Framework will be reviewed with the arrangements set out in this
document on an annual basis, or earlier as necessary.
10.
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ASSOCIATED DOCUMENTATION
This policy should be read in conjunction with other CCG policies/documents, with particular
reference to:
 Integrated governance protocol
 Safeguarding policies
 Incident reporting
 Complaints Policy
 Organisational Development Plan
 Health and Safety policies
 Communications and Engagement Strategy
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Quality Strategy
Serious Incidents Management National Framework
Serious Incidents Requiring Investigation
Information Governance Policies/Procedures
Fraud and Corruption Policy
Whistleblowing Policy
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Appendix 1 – Strategic Building Blocks

identification from:

identification against:

Board Assurance
Incidents
Complaints
Programme

Programme/Project Risk Registers
Assessments

Appendix 2 – Risk Reporting Process and Escalation Routes
Horizon scanning and risk identification by Directorates,
Programmes and Localities

Directorates, Programmes and Localities complete risk
assessment and enter new risk

1. Low to
Moderate Risks
(residual risk
score guide 1-6)
Owned and
reviewed within
Directorates,
Programmes and
Localities on a
monthly basis

2. Manageable
Significant Risks
(residual risk
score guide 8-12)

3. Unmanageable Significant to
High Risks
(Inherent risk score guide
12 or higher)

Owned and reviewed within
Directorates, Programmes and
Localities. Only if risk becomes
(i) unmanageable; and (ii)
impacts on multiple areas; and
(iii) has a residual score of 12+,
can the risk be considered for
escalation to the Corporate Risk
Register or Board Assurance
Framework subject to approval
of the sponsor director and
agreement of the governing
body.

4. Unmanageable
Significant to High Risk
(Inherent risk score guide
12 or higher)

)
The sponsor Director or
Programme Lead will
report to the Accountable
Officer or Deputy within
24 hours.
The Accountable Officer,
alongside the HVCCG
Chair will determine the
most appropriate course
of action.

Owned and
reviewed within
Directorates,
Programmes and
Localities on a
monthly basis.
Reported to the
Senior Leadership
Team

(Inherent risk score guide
12 or higher)

(Inherent risk score guide 15 or
higher)

Owned by Executive Directors and
reviewed by the Executive Team and
Clinical Executive.

Owned by HVCCG governing
body and reviewed by the
Audit Committee and
Executive.

Risks monitored by the relevant
assurance committee(s) and governing
body.

Risks monitored in the context
of governing body and
committee papers.

Appendix 3 – Risk Scoring Definitions
IMPACT/ CONSEQUENCE/ SEVERITY SCORE (WITH EXAMPLE DESCRIPTORS)

RISK TYPE
1
Safety of
patients, staff
and visitors

Quality/
complaints/
patient safety /
audit

2

- Minimal injury
- Minor injury or
requiring no/minimal illness, requiring minor
intervention or
intervention
treatment.
- Requiring time off
– No time off work
work for 1-3 days

- Peripheral element
of treatment or
service suboptimalPALS contact with
issue

- Overall treatment or
service suboptimal

3

4

- Moderate injury
requiring professional
intervention

- Major injury leading
to long-term
incapacity/disability

- Requiring time off
work for 4-14 days
RIDDOR/agency
reportable incident

- Requiring time off
work for >14 days

- Treatment or service has
significantly reduced
effectiveness

- Complaint made, local
- PALS contact with issue resolution undertaken and

- Or Moderate injury
requiring professional
intervention for
multiple persons

- Non-compliance with
national standards with
significant risk to
patients if unresolved
- Complaint made, local

5
- Incident leading to
death – Multiple
permanent injuries or
irreversible health
effects
- Or Major injury
leading to long-term
incapacity/ disability
for multiple persons

- Totally unacceptable
level or quality of
treatment / service –
Complaint made to
ombudsman

IMPACT/ CONSEQUENCE/ SEVERITY SCORE (WITH EXAMPLE DESCRIPTORS)

RISK TYPE
1

2

3

4

resolved in less than 24 resolved in 24 – 72 hours
hours
- Single failure to meet
internal standards

issue resolved with a
resolution undertaken
written response. and issue resolved with a
complaints meeting.
- Repeated failure to meet
internal standards · - Multiple complaints on
- Minor implications for
the same issue / about
patient safety if - A patient safety incident
the same service.
unresolved
which indicates a more
significant problem.
- Rate of patient safety
- Providers failing to
incidents significantly
report patient safety
- Major patient safety higher than the regional
incidents implications if findings are
trend
not acted on
- Reduced performance
- Low performance
rating if unresolved
rating

5
- A patient safety
incident arising from a
system wide failure /
lack of learning from a
previous incident
- Gross failure to meet
national standards
- An inquest /
ombudsman inquiry
(where the CCG is the
subject of the complaint)
which demonstrates a
systematic failure.

- Critical report

Human
resources/
staffing/
competence

- Short-term low
staffing level that
temporarily reduces
service quality (< 1
day)

- Low staffing level
that reduces the
service quality (>1
day)

- Late delivery of key
objective/ service due
to lack of staff
- Unsafe staffing level or
competence (1-5 days)

- Uncertain delivery of
key objective/ service
due to lack of staff
- Unsafe staffing level
or competence (>5
days)

- Non-delivery of key
objective
- Ongoing unsafe
staffing levels or
competence
- No staff attending
mandatory

IMPACT/ CONSEQUENCE/ SEVERITY SCORE (WITH EXAMPLE DESCRIPTORS)

RISK TYPE
1

2

3
- Low staff morale

- Loss of key staff

- Poor staff attendance
for

- Very low staff morale

mandatory/ key training

Statutory duty/
inspections

- Minimal impact or
breach of guidance/
statutory duty

- A breach of a single
piece of statutory
legislation
- Reduced
performance rating if
unresolved

4

- A single breach of a
statutory duty or
multiple breaches of a
single piece of statutory
legislation
- Challenging external
recommendations/
improvement notice

5
training/key training
on an ongoing basis

-No staff attending
mandatory/ key
training

- Multiple breaches of
a statutory duty

- Multiple breaches of
more than one
statutory duty

- Low performance
rating

- Zero performance
rating

- Improvement notices

- Complete systems
change required

- Enforcement action
- Critical report

- Severely critical
report
- Prosecution

Adverse

IMPACT/ CONSEQUENCE/ SEVERITY SCORE (WITH EXAMPLE DESCRIPTORS)

RISK TYPE
1
publicity/
reputation

2

- Rumours - Local media coverage
- Potential for public
concern

3
- Local media coverage
- Short-term reduction
in public confidence
- Elements of public
expectation not being
met

4
- National media
coverage
- Long-term reduction
in public confidence

- Insignificant cost
increase

- <5 per cent over
project budget

- 5–10 per cent over
project budget

- Minimal project
timescale slippage

- Minor project
timescale slippage

- Moderate project
timescale slippage

- National media
coverage with
commissioning
decisions well below
reasonable public
expectation.
- Total loss of public
confidence

- MP concerned
(questions in the House)

Service
improvement /
service
development

5

- 10–25 per cent over
project budget
- Major project
timescale slippage
- A key objective not
met

- >25 per cent over
project budget
- Catastrophic project
timescale slippage
- Multiple key
objectives not met

IMPACT/ CONSEQUENCE/ SEVERITY SCORE (WITH EXAMPLE DESCRIPTORS)

RISK TYPE
1

2

3

4

5

- Overspend of > £7k
Financial
management

Financial losses

- Overspend of £7k£70k

- Loss / claim of
<£10,000

Service/ - Loss/interruption of
business
1-8 hours unless
interruption
point in business
cycle raises impact
Environmental - Minimal or no
impact impact on the
working

- Overspend of £70k£0.7m

- Overspend of £0.7m£3.5m

- Overspend of >
£3.5m

- Loss / claim of
£100,000-£500,000

- Loss / claim of
£500,000-£1m

- Loss / claim of >£1m

- Loss/interruption of
8 -24 hours unless
point in business cycle
raises impact

- Loss/interruption of 17 days unless point in
business cycle raises
impact

- Loss/interruption of
>1 week unless point
in business cycle raises
impact

- Permanent loss of
service or facility

-Minor impact on the
working environment
e.g. 3-6 hours without

-Moderate impact on
the working
environment e.g. 1 day

- Major impact on the
working environment
e.g. > 1 week without

- Loss / claim of
£10,000-£100,000

-Catastrophic impact
on environment e.g.
permanent loss of

IMPACT/ CONSEQUENCE/ SEVERITY SCORE (WITH EXAMPLE DESCRIPTORS)

RISK TYPE
1
environment e.g. 2-3
hours without water
/ electricity

2

3

water / electricity

4

– 1 week without water
/ electricity

water / electricity

5
building / utilities

LIKELIHOOD
1
Rare
This will probably never
happen/ recur

2
Unlikely
Do not expect it to
happen/recur but it is
possible it may do so

3
Possible
Might happen or recur
occasionally

4
Likely
Will probably happen/
recur but it is not a
persisting issue

5
Almost certain
Will undoubtedly
happen/ recur, possibly
frequently

Appendix 4 – Information to be included in report to Executive for risk
escalation
Directorate/Programme:
Risk Description & Reference:
Reason for Escalation:
Risk Lead:
Responsible Director:

Risk Appetite for NHS Organisations
A matrix to support better risk sensitivity in decision taking
Developed in partnership with the board of Southwark Pathfinder CCG and Southwark BSU – January 2012
Risk levels

Key elements

Financial/V FM

Compliance/
regulatory

Innovation/
Quality/Outc omes

Reputation

APPETITE

0

1

2

3

4

5

Avoid

Minimal (ALARP)

Cautious

Open

Seek

Mature

Avoidance of risk and
uncertainty is a Key
Organis at ional objective

(as little as reasonably
possible) Preferenc e for
ultra-safe delivery options
that have a low degree of
inherent risk and only for
limited rew ard potential

Preference for safe
delivery options that have
a low degree of inherent
risk and may only have
limited potential for
rew ard.

Willing to consider all
potential delivery options
and choose w hile also
providing an acceptable
level of rew ard (and VfM)

Eager to be innovative and
to choose options offering
potentially higher business
rew ards (despite greater
inherent risk).

Confident in setting high
levels of risk appetite
because controls,
forw ard scanning and
responsiv eness systems
are robust

Av oidance of f inancial loss is
a key objectiv e. We are only
willing to accept the low cost
option as Vf M is the primary
concern.

Only prepared to accept the
possibility of v ery limited financial
loss if essential.
Vf M is the primary concern.

Prepared to accept possibility
of some limited f inancial loss.
Vf M still the primary concern
but willing to consider other
benef its or constraints.
Resources generally restricted
to existing commitments.

Prepared to inv est f or return
and minimise the possibility of
f inancial loss by managing the
risks to a tolerable lev el.
Value and benef its considered
(not just cheapest price).
Resources allocated in order to
capitalise on opportunities.

Inv esting f or the best possible
return and accept the
possibility of f inancial loss
(with controls may in place).
Resources allocated without
f irm guarantee of return –
‘inv estment capital’ ty pe
approach.

Consistently f ocussed on
the best possible return f or
stakeholders. Resources
allocated in ‘social capital’ with
conf idence that process is a
return in itself .

Play saf e, av oid any thing
which could be challenged,
even unsu cce ssf ull y.

Want to be v ery sure we would
win any challenge. Similar
situations elsewhere hav e not
breached compliances.

Limited tolerance f or sticking
our neck out. Want to be
reasonably sure we would win
any challenge.

Challenge would be
problematic but we are likely to
win it and the gain will outweigh
the adv erse consequences.

Chances of losing any challenge
are real and consequences
would be signif icant. A win
would be a great coup.

Consistently pushing back
on regulatory burden. Front
f oot approach inf orms better
regulation.

Def ensiv e approach to
objectiv es – aim to maintain or
protect, rather than to create
or innov ate. Priority f or tight
management controls and
ov ersight with limited dev olv ed
decisi o n taking autho rit y.
General av oidance of sy stems/
techn ol o g y develo p m en t s.

Innov ations alway s av oided
unless essential or commonplace
elsew h e re. Decisi o n makin g
authority held by senior
manag e m en t. Only essen ti al
sy stems / technology
dev elopments to protect current
operations.

Tendency to stick to the
status quo, innov ations in
practice av oided unless really
necessary . Decision making
authority generally held by
senior management. Sy stems
/ technology dev elopments
limited to improv ements
to protection of current
operations.

Innov ation supported,
with demonstration of
commensurate improv ements
in management control.
Sy stems / technology
dev elopments used routinely to
enable operational deliv ery
Responsibility f or non-critical
decisions may be dev olv ed.

Innov ation pursued – desire
to ‘break the mould’ and
challenge current working
practices. New technologies
v iewed as a key enabler of
operati o n al delivery.
High lev els of dev olv ed
authority – management by
trust rather than tight control.

Innov ation the priority –
consistently ‘breaking the
mould’ and challenging
current working practices.
Inv estment in new technologies
as cataly st for operational
deliv ery . Dev olved authority –
management by trust rather
than tight control is standard
practice.

No tolerance f or any decisions
that could lead to scrutiny of ,
or indeed attention to, the
organi sa ti on . Extern al interest
in the organisation v iewed with
concern.

Tolerance f or risk taking
limited to those ev ents where
there is no chance of any
signif icant repercussion f or
the organisation. Senior
management distance
themselv es f rom chance of
exposure to attention.

Tolerance f or risk taking
limited to those ev ents where
there is little chance of any
signif icant repercussion f or the
organisation should there be a
f ailure. Mitigations in place f or
any undue interest.

Appetite to take decisions
with potential to expose the
organisation to additional
scruti n y/i n te re st . Prosp e cti v e
manag e m en t of organi sa ti o n’ s
reputation.

Willingness to take decisions
that are likely to bring scrutiny
of the organisation but where
potential benef its outweigh
the risks. New ideas seen
as potentially enhancing
reputation of organisation.

Track record and inv estment
in communications has built
conf idence by public, press
and politicians that organisation
will take the dif f icult decisions
f or the right reasons with
benef its outweighing the risks.

NONE

LOW

‘Good is only good until you find better’ – Maturity Matrices ® are produced under licence form the Benchmarking Institute.
Published by and © GGI Limited Old Horsmans, Sedlescombe, near Battle, East Sussex T N33 0RL UK. ISBN 978-1-907610-12-7

MODERATE

HIGH

SIGNIFICANT
w w w.good-governance.org.uk

A case study to test risk appetite
Telehealth

1. A strategic approach

The Operating Framework for the NHS in England 2011/12 makes it clear that
use of telehealth and telecare to help people stay in their own homes should
be incorporated within plans for 2012/13. Telehealth is being used by GPs and
NHS Trusts alike as a patient-focussed means of supporting patients living with
a long-term condition maintain their health and well-being. The Whole System
Demonstrator (WSD) programme launched by the DH in May 2008 has just
reported. It is the largest randomised control trial of telehealth and telecare in the
world, involving 6191 patients and 238 GP practices across three sites. Three
thousand and thirty people with one of three conditions (diabetes, heart failure
and COPD) were included in the telehealth trial.

A major investment to ensure implementation of comprehensive new care
pathways for COPD, heart failure and diabetes. The CCG and local NHS Trust
will redesign the care pathways and within two years be maintaining 1,500+
patients with telehealth support. The project will commence in April 2012 with
the recruitment of community nurses working alongside the hospital consultants
and GPs to identify patients. The new telehealth-supported care pathways
will provide enhanced support to patients, reduce follow-ups and emergency
admissions and improve mortality. Funding will require economies elsewhere but

Early headline findings
The early indications show that if used correctly telehealth can deliver a
15% reduction in A&E visits, a 20% reduction in emergency admissions,
a 14% reduction in elective admissions, a 14% reduction in bed days and
an 8% reduction in tariff costs. More strikingly they also demonstrate a
45% reduction in mortality rates.
We need to assess our risk appetite for a local programme of telehealth and
have three options
The enclosed risk appetite matrix sets out levels of risk appetite for Money,
Quality/Outcomes, regularity and reputation. There is no new money for this
programmer so investment will increase our need to find economies elsewhere
What is our risk appetite for investment? Which of the three options will we
choose? What controls and assurance will we need to give us confidence that
our risk tolerance will not be exceeded?

significant longer-term savings are predicted.

2. A substantial investment
The CCG will provide support to the local Trust in implementing a new heart
failure pathway and deployment of telehealth to around 1,000 patients over
three years. The aim is to reduce outpatient follow-ups in the acute setting,
emergency admissions and where appropriate, facilitate early discharge.
Funding is significant but is managed as a risk share between the CCG and
the Acute provider working on demand management together.

3. A modest approach
Provide community nursing support through a modest sector investment to
save budget to H Group Practice to support 100 patients with COPD, heart
failure and diabetes. We will audit the impact of deployment at practice level
and share with other practices across the CCG area.

w w w.good-governance.org.uk

Appendix 6 Hertfordshire County Council Risk Matrix
The following chart shows where, and what category/colour the risk will fall in dependent on the scores. Red being the most severe and green being the least. The scores within the chart are
multiples of the likelihood and impact,

Assessing Impacts
Impact
Score

Impact Title

1

Negligible

2

Low

4

Medium

8

High

16

Very High

e.g. (Lik elihood of) 4 x (Impact of) 8 = (Risk Score of) 32

Example description
Annoyance but does not disrupt service: Minor injury to an individual; Financial loss
under £50k: Isolated service user complaints contained within unit/section; Litigation
claim or fine less than £50k; Failure to achieve a core team plan objective
Minor impact on service; Minor injuries to several people; Financial losses
between £50k-100k, Isolated service user complaints contained within department;
Litigation claim or fine between £50k -100k: Failure to achieve several team plan
objectives including a core objective
Service disruption; Major injury to an individual; Financial losses between £100k1 Million; Adverse local media coverage. Lots of service user complaints;
Litigation claims or fine between £100k - £1Million; Failure to achieve one or
more strategic plan objective
Significant service disruption; major/disabling injury to employee, service user or
other stakeholder; financial losses between £1Million-£5Million: adverse
national media coverage; litigation claim or fine between £1Million-£5Million;
Failure to achieve one or more strategic objective
Total service loss for a significant period; fatality to employee, service user or
other stakeholder; financial loss in excess of £5 Million; National publicity more
than 3 days. Possible resignation of leading member or chief officer; Multiple civil
or criminal suits. Litigation claim or fine above £5 Million; Failure to achieve a
major corporate objective in the Corporate Plan

Severe

The Board feels most concerned about carrying this risk. The
consequences w ill have a severe impact on the delivery of a
key priority and comprehensive management action is required
immediately.

Significant

The Board feels concerned about carrying this risk. The
consequences of the risk materialising w ould be significant, but
not severe. Some immediate action is required plus the
development of an appropriate action plan.

Material

The Board is uneasy about carrying this risk. Consequences of
the risk are not significant and can be managed through
contingency plans. Action plans can be developed later to
address the risk.

Manageable

The Board is content to carry this risk. Consequences of the risk
are considered relatively unimportant. The status of the risk
should be review ed periodically.

Impacts

Assessing likelihood
Scale

Description

1

Rare

2

Unlikely

 Could occur at some point
 6% to 20% chance of happening
 Unlikely to occur within a 10 year period

3

Possible

 Fairly likely to occur
 21% to 50% chance of happening
 Likely to occur once within a 10 year period

4

Likely

5

Almost certain

Negligible

Low

Medium

High

Very High

(1)

(2)

(4)

(8)

(16)

Almost certain
(5)

5

10

20

40

80

Likely

4

8

16

32

64

3

6

12

24

48

2

4

8

16

32

1

2

4

8

16

Likelihood of Occurrence

 Will probably occur in most circumstances
 51% to 80% chance of happening
 Likely to occur once within a one year period
 Expected to occur in most circumstances
 More than 80% chance of happening
 Likely to occur within 3 months

Likelihood

 Extremely unlikely or virtually impossible
 Less than 5% chance of happening
 Unlikely to occur in a 50 year period

(4)

Possible
(3)
Unlikely
(2)

Rare
(1)

RISKS, ISSUES AND DECISION LOG

HERTS VALLEY CCG RISK MATRIX
If Local Risk Register for Programmes

Guidance on how to com plete the log
N:\Nursing & Quality\8 Risk Management
System\9. Risk Management Strategy\Strategy
Jan 2017

1 Rare

Add scheme name (Link to Workstream report should be taken in line w ith guidance in HVCCG Strategy
V3.2
tab)

4: Likely
5: Almost
certain

If Local Risk Register for departments

4: Major
5: Catastrophic

Add Directorate Name

Inherent risk / issue scores and management
strategy

Risk Statement

Date
Identified

Issue Statement

Date
Likelihood
Identified

Impact

Escalation criteria
i) inherent risk score ≥ 12
ii) impact on multiple areas
iii) managability

(0-5%)

Impact

1: Negligible

2: Unlikely 2: Minor
3: Possible 3: Moderate

Unique
Identifier

2 Unlikely

3 Possible

4 Likely

5 Almost
Certain

(30-70%)

(70-95%)

(95-100%)

Decisions to escalate to the corporate risk register
1: Rare

Unique
Identifier

Likelihood

RISK AND ISSUES SCORING
CRITERIA

(5-30%)

5 Catastroph

5

10

15

20

25

4 Major

4

8

12

16

20

3 Moderate

3

6

9

12

15

2 Minor

2

4

6

8

10

1 Negligible

1

2

3

4

5

Residual risk / issue scores and actions

Likelihood

Overa ll
Score

Risk
mana g e m e nt
strategy /
mitigating
actions

Impact

over al l
Score

Issue
mana g e m e nt
Likelihood
strategy /
mitigating

Impact

Likelihood

Overa ll
Score

Review
required by
progra m m e/
Department
AD

Impact on
multiple areas
and
manageability
considered

Escalation to Date reviewed
corporate
by
register
Programme/
required
Department AD

Risk Owner
SRO
(Senior
Resp on si bl e
Officer)

Risk Delivery Lead

Risk
revi e w e d
or closed
Yes/No

Date

Reason for Closure

Impact

over al l
Score

Review
required by
programme/
department

Impact on
multiple areas
and
manageability

Escalation to Date reviewed
corporate
by
register
Programme/
required
department AD

Issue Owner
SRO
(Senior
Resp on si bl e

Issue Delivery Lead

Issue
reviewed
or closed

Date

Reason for Closure

Unique
Identifier
of risk or
issue

Decisions required
Date raised
(If related to a risk or issue add unique identifier no.)

Date addressed

Decisions made / Outcome

Name and Title of Decision Maker

Herts Valleys Clinical Commissioning Group (HVCCG) - Operational Guidance on the Assessment and
Management of Risks and Issues
1. Introduction
1.1. Risk Management is a critical function for all organisations. At HVCCG Directors and their teams
manage the process through operational and executive forums and the Audit Committee
provides assurance on behalf of the Board. The HVCCG risk management policy is available using
the following link.
N:\Nursing & Quality\8 Risk Management System\9. Risk Management Strategy\Strategy Jan
2016
1.2. Risks and issues which are identified as part of the development work undertaken by the clinical
programmes previously sat outside the scope of the corporate risk management processes,
unless escalated onto the programme risk registers. An updated Strategy (V3 ) has now
incorporated this operational guidance document and the risks and issues log it supports as part
of the corporate risk management process
1.3. When the risks and issues associated with development work are not well managed there is
likely to be an impact on the initiative. This may manifest as delays, increased costs, reduced
benefits or more serious impact such as destabilising the initiative to the point of making it no
longer viable which in turn can impact on corporate risks. Therefore the organisation needs to
be assured that processes are in place to manage these risks.
1.4. This guidance has been produced by the Planning and Transformation Team 1 and the HVCCG
Risk Manager to ensure a consistent process for managing and escalating risks and issues is
being applied for all ‘development initiatives’; a generic term meaning new initiatives.
Development initiatives include, but are not necessarily limited to new projects and
procurement exercises.
1.5. Risk management is critical to the success of any development initiative. Processes for managing
risks and issues should be embedded across the lifecycle of any development work from
‘inception to close out’ covering each stage of development:
Stage 1 - Pre approval to proceed – scoping and profiling the opportunity
o Develop an outline business case (scoping opportunity prior to the development of a full
business case - projects and procurement)
o Develop a full business case (projects and procurement).
Stage 2 - Post approval to proceed – Establishing the development initiative
o Develop the project initiation document and set up workstream workbook (projects)
o Develop tender documentation and issue invitations for expressions of interest to tender
(Procurement)
o Develop bid evaluation documentation for the clarification, evaluation and
recommendations for contract award.
Stage 3 - Delivery phase
o Project start up and implementation
o Contract award and mobilisation.
Stage 4 - Close out
o Project completion / mainstream of awarded tender into business as usual contract
management processes with formal lesson learnt and close out reports.
1.6. It is the responsibility of the individual leading the development of the new initiative, the
‘delivery lead’, to ensure that the correct processes for managing risks and issues are
implemented using the risk and issue log template.
1

This team provide the PMO function for HVCCG

1.7. Unless otherwise stated, programme leads are accountable for ensuring that the risks and issues
management processes for new initiatives are effectively managed in line with this guidance and
the HVCCG risk management policy.
1.8. The PMO and HVCCG risk manager are responsible for developing and updating the guidance,
risks and issues log template ensuring this is aligned to the corporate risk management process.
1.9. Programme leads are responsible for ensuring that delivery leads are accessing relevant
education and training. The Planning and Trans formation team and HVCCG risk manager are
responsible for providing first line in-house support and training sessions linked to business need
e.g. during the NHS planning cycle.
2. Overview of the management process
2.1. Risks and issues can be ‘negative’- a threat, or ‘positive’- an opportunity and therefore,
management processes need to be active in order to minimise or ‘mitigate’ the impact of
threats and increase the probability of realising opportunities.
2.2. When risks and issues are not well managed they can impact adversely on the new initiative
causing delays, increased costs, reduced benefits or have a more serious impact such as
destabilising the initiative to the point of making it no longer viable.
2.3. A risks and issues log template has been created to support a consistent approach for recording
and managing risks and issues (see appendix 7) and the related management decisions. These
should be captured on this template with the unique risk or issue reference number (see section
2.2).
2.4. The key purpose of the risks and issues log is to:
2.4.1. capture identified risks and issues
2.4.2. show how they have been analysed; and
2.4.3. show how they have been managed.
2.5. Recording management decisions and impact of the management plan using pre an d post
management risk rating scores is an integral part of the process which allows the revised or
‘residual’ risk associated with the management plan to be identified.
2.6. Where development initiatives are proposed that meet the following criteria the risks and issues
log must be completed;
2.6.1. The development initiative will be taken forward on behalf of HVCCG by its
representatives (employees, officers or member organisations)
2.6.2. The development initiative will require funding solely from HVCCG.
2.7. Where a development initiative is proposed as part of a partnership approach which requires
resource and or funding from HVCCG the CCG may request that the risks and issues log template
is used where there is not a suitable alternative.
3. Completing the risk and issues log: The risk management process2
There are four steps in this process:
2.1 Identification of risk and issues.
2.2 Analysis of identified risks and issues.
2.3 Planning risks and issues responses.
2.4 Risks and issues monitoring, reviewing and communication.
3.1.

Identification of risks and issues
It is the responsibility of the Delivery Lead (see 1.6) to identify and analyse any risks and issues
and to create the planned response. This should be initiated at the earliest possible stage when

2

See section 7 of the HVCCG risk management policy

developing a new initiative (see 1.5). The first risks and issues log should be created in the preapproval or scoping stage. Thereafter, the risks and issues log should be reviewed and updated
before carrying it forward to the next stage.
By the time a project or ‘workstream3 ’ and procurement exercise has been given authority to
proceed the risks and issues log should be ready to transfer into the workstream workbook and
be available as part of the tender documentation.
When identifying risks and issues you shoul d work with your entire team and other important
stakeholders to discover all possible risks and issues. After identifying all the risks and issues,
record them in the risks and issues log template which is a dedicated sheet within your work
stream workbook or an appendix to the outline and full business case templates.
If something is already occurring, it is an issue, not a risk and it should go through the same
process as a risk being mindful of the ‘here and now’ threat or opportunity associated with the
issue (see 2.2).
As part of this process the delivery lead should clearly state the risk or issue. This should be
expressed as follows:
Risks:
There is a risk that (state risk) which will result in (state effect in relation to the work stream
‘what will or will not be able to happen’) resulting in (state consequence ‘what will be the
negative impact on the work stream objective(s)’ or wider impact on the clinical programme or
corporate objective(s) if relevant).
Issues:
State what has occurred (the issue) and what the consequence of that issue will be (as either a
positive or negative impact) on the workstream objective(s), or wider impact on the clinical
programme or corporate objectives if relevant.
3.2.

Analysis of identified risks and issues
Risk Analysis
Part of the process of analysing risk is determining the probability or likelihood of it happening
and the impact the risk has on the work stream. Rate the risk by its probability and impact using
the risk grading matrix (see below). The impact wi ll need to be assessed in relation to reputation,
finance and the impact to individual patients and stakeholder groups.
After completing this process, update the risks and issues log and assign a unique identifier or
reference number to the risk (see below for how the reference number should be constructed).
Issue Analysis
Part of the process of analysing issues is determining the impact the issue has on your work
stream. You will need to rate the likelihood for an issue as 5 because an issue is an event or
occurrence which has already happened. Rate the impact of the issue in relation to reputation,
finance and the impact on individual patients(s) using the risk grading matrix (see below).
After completing this process, update the risks and issues log and a ssign a unique identifier or
reference number to the risk (see below for how the reference number should be constructed).

3

Workstream is the term which has been adopted by HVCCG to describe the area of service delivery which is being taken
forward as a development initiative. The workstream is about putting the change into practice. There may be several
projects within a workstream. HVCCG defines a project as

Unique Identifiers/Risk and issue Ref
Each risk or issue should be assigned a reference number as a ‘unique identifier’. That reference
number must not change and should be carried forward from the risks and issues log templates
onto the programme risk register if it is escalated by the progra mme lead.
Within the QIPP / transformation workbooks the unique identifier should be constructed using
three key pieces of information:
1. Work stream reference number: (taken from the QIPP/Transformation programme plan
as shown against your scheme title on the work stream plan sheet of your workbook)
2. Classification type: as a risk or issue enter type by assigning R for risk or Iss for issue);
and
3. Number: using numbers to identify individual risks or issues.
Example (CYPM_2PAEDA&E_R1)
Further guidance on how to construct the unique identifier for new initiatives in the preapproval stage of development e.g. outline or full business cases will be added following the
review of the business case template which is currently in progress.
Identify the Risk/Issue Owner and Lead:
The risk and issues log set out the requirement for a risks and issue owner and lead. The owner
(Departments - Assistant Director) is the person who has overall responsibility for signing off the
rating and plan for the response and ensuring the risk plan is implemented (see 1.7). The Lead is
responsible for delivery of the prevention or contingency plan and may not be the same person
identified as the ‘delivery lead’ whose responsibilities are set out in 1.6.
Risk Assessment Matrix:
The rating of risks and issues is a useful guide for prioritising and ensuring that risks and issues
are brought to the attention of the most appropriate staff and should reflect the priority of the
risk or issue.
Risk is measured in two dimensions: the impact (what the outcome would be should the risk
occur) and the likelihood (how probable it is that the risk will occur).

Table 1: Risk Assessment Matrix

Impact

Likelihood
1 Rare
(0-5%)
5
4

2 Unlikely
(5-30%)
10
8

3 Possible
(30-70%)
15
12

4 Likely
(70-95%)
20
16

5 Almost
Certain
(95-100%)
25
20

3 Moderate
2 Minor

3
2

6
4

9
6

12
8

15
10

1 Negligible

1

2

3

4

5

5 Catastrophic
4 Major

Table 2: Risk Levels
The values below indicate the level of priority of the risk.
Colour
Overall level of risk Score
RED
High
15 -25
AMBER
Significant
8 - 12
YELLOW Moderate
4-6
GREEN
Low
1-3

3.3

Risk Treatment: Developing strategies to manage your risks and issues
This is where you create the strategy to manage the risks and issues. There are many risk
response strategies that you may use to create the response plan.
 Accept:
In this risk response strategy, you simply accept the risk or issue. For example you may decide to
manage a risk at the moment it happens or decide to accept the prevailing issue. This type of
strategy can be applied to positive and negative risks and issues; e.g. threats and opportunities.
 Avoid:
Here, you try to avoid the risk. You can change the scheme plan or the scope of the work so that
this risk is avoided. This type of strategy is used with threats.
 Mitigate:
Here, you create a strategy to deal with the risk or issue so that the effect of the risk is
minimised. This strategy is used to deal with threats.

3.4 Risks and issues monitoring, reviewing and communication.
Monitoring, reviewing and communicating risks and issues are key to successful project
management.
The delivery lead is responsible for continuously reviewing and updating the risks and issues log
throughout the lifecycle of the development initiative (see 1.5). Reviews should be formally
recorded as a minimum, at each stage of the development cycle. The Planning and
Transformation Team will provide further guidance on how the audit trail should be incorporated
into the process following the review of the business case template which is currently in
progress.
Delivery leads for QIPP/ transformation work streams should review the risks and issues log as
part of the monthly reporting process. The PMO will monitor the monthly reports and support
programme leads in ensuring risks are regularly reviewed.

Escalation:
Where risks and issues which are identified as part of the development work undertaken by the
clinical programmes are deemed to impact on corporate risks they should be escalated to one of
the 4 clinical programmes:





PPC (Planned and Primary Care)
MH&LD (Mental Health and Learning Disabilities)
CYPM (Children’s Maternity and Young People); and
UCSR (Urgent Care System Resilience).

A risk or issue should be automatically escalated when the rating results in a score of 12 or above
(a significant risk, bordering on a high overall risk - see table 2).



These risks must be reviewed with the programme owner (Departments - Assistant
Director) unless otherwise stated.
The owner (Departments- Assistant Director) is responsible for deciding if the risk or
issue should be escalated and added to the corporate risk register.

The programme leads can elect to consider a risk or issue with a lower risk rating for escalation
to the programme risk register at any time.
If a risk is escalated to the programme risk register it will remain on the log with a note of the
reference following escalation.
Closure:
When closing a risk or issue the delivery lead should confirm whether the risk/issue is now
closed, who approved the closure, reason for decision to close the risk/issue and the date of
closure.
If a risk is escalated to the programme risk register it will remain on the log with a note of the
reference following escalation.
Using the Decision Log:
The decision log is to be completed to record:
 a decision to accept a risk plan response
 a decision to close a risk or issue; and
 when a risk or issue is considered for escalation.
Decisions which related to a specific risk or issue should be recorded with the unique risk or issue
reference number (see section 2.2) and the role of the decision maker .

XX Directorate Risk Register
Template - Add Date

Reviewed by:

Herts Valleys Clinical Commissioning Group Strategic Objectives 2018/19
(to be reviewed annually - last reviewed March 2017)
• Effective Engagement. We will continually improve engagements with member practices, patients, the public, carers and
our staff to contribute to and influence the work of Herts Valleys CCG.
• Quality. We will commission safe, good quality services that meet the needs of the population, reducing health inequalities
and supporting local people to avoid ill health and stay well.
• Transforming Delivery. We will work with health and social care partners to transform the delivery of care through the
implementation of “Your Care, Your Future”, the strategic review in west Hertfordshire and its fit with the wider STP strateg y,
“A Healthier Future”.
• Affordable & Sustainable Care. We will ensure that we fulfil our statutory duty to deliver a financially sustainable and
affordable healthcare system in west Hertfordshire.

Calculating risk score

Likelihood (Probability)
Im pact (Consequence)

Rare

Unlikely

Possible

Likely

Alm ost certain

1

2

3

4

5

5

10

15

20

25

4

8

12

16

20

3

6

9

12

15

2

4

6

8

10

1

2

3

4

5

Catastrophic
5
Major
4
Moderate
3
Minor
2
Negligible

1

Impact/Likelihood – see table. Calculate this in discussion with colleagues, using previous experience and taking into account controls already in place
Risk Score – see table – product of Impact & Likelihood
Identified risk is assessed in order to estimate the level of exposure and inform decisions on responses to reduce or exploit risk. Risk is measured in terms of consequences and likelihood.
Risk = Impact x Likelihood
HVCCG uses a risk scoring matrix based upon the NPSA’s to score its risks and adapted for commissioning purposes.
Risk Movement
Deteriorating ↓

Improving ↑

No Movement →

Directorate:

Team:

Team Risk Lead:

\\

XX01

There is a risk that ...
Causes:
(A)
Consequences:

XX02

XX03

Action Plan Description and Progress against
Due Date
Action Plan

Action
Completion
Date

Assurance Risk is being Managed

Risk
Movement
since last
review

Risk Gap

Gaps in
Control
Gaps in
(where Assurance
controls
(where
are not assurance
working
has not
or further
been
control
gained)
required)

NO MOVEMENT

Target Risk Level

RISK IMPROVING

Forecast Risk Level 2018/19

Current Risk Level

Assurances

Current Impact

Controls in place to manage risk

Current Likelihood

Inherent Risk Level

Inherent Likelihood

Risk Lead

Risk Description
+ Causes and Consequences

Links to
other risks
(BAF, CRR,
Directorate
& Project)

Inherent Impact

Risk ID

Last
Date
Reviewed
Opened Date &
Initials

Risk Owner

RISK MOVEMENT KEY: RISK DETERIORATING

